
Click to add text
Evaluating the Validity of the CuCD-ID Dataset for Machine Learning Intrusion Detection

Brogan Oberhaus, Farragut High School         |        Dr. Luke Koch, Oak Ridge National Laboratory

• Low Earth Orbit (LEO) satellites often lack basic security 
features despite performing high-importance functions.

• The CubeSat Cybersecurity 
Dataset for Intrusion 
Detection (CuCD-ID)1  consists 
of simulated network traffic 
captured during four malicious 
and one baseline scenario.

• Each record contains a 
network packet, a sliding 
window describing the last 20 
seconds of traffic, and metric
information. 
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This dataset lacks sufficient 
realism due to the absence of 
health-checks and other 
normal  traffic during attacks, 
saturating the context-aware 
sliding window with malicious 
packets.

Model Performance

• A neural network with 4 
neurons was trained to 
classify the data.

• 16 input features were 
algorithmically culled to 
improve efficiency.

• The model was shown 
to rely heavily on 
sliding window 
features.

We have built our own hardware-in-the-loop range and 
are building a cyber intrusion dataset where attack 
windows include normal traffic.

1Yasamin Fayyaz, et al. CubeSat cybersecurity dataset for 
intrusion detection (CuCD-ID): Labelled NOS3/cFS  telemetry 
(raw + augmented) with COSMOS reproduction scripts (2026)
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The model using only 5 features was able to achieve an overall 
accuracy of over 97 percent, equivalent to using all inputs.
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Datapoint Timeline

• The timeline indicates an absence of benign traffic during the attacks, 
as packet density is significantly higher in the normal scenario than in 
malicious ones.
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Neural Network Architecture

An examination of  the data generation code confirmed 
the only scenario containing benign traffic was 
the normal operations script. 
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• To ensure the information 
captured in the sliding window 
is realistic and the dataset 
remains balanced, normal 
traffic can be generated 
concurrently with attack traffic 
while ignoring benign packets
in data collection.
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Conclusion
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The bar graph shows the 
attack scenarios contain 
less variation than the 
baseline, revealing
benign traffic is not 
present in the malicious 
data's sliding window.


