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* Low Earth Orbit (LEO) satellites often lack basic security

 The CubeSat Cybersecurity

Feature

features despite performlng high-importance functions. lonow 00w 100.0% oo sosw  1000% g,

94.0% (n=989)
(n=989)

(00]
o
0]
o

Dataset for Intrusion

Detection (CuCD-ID)' consists
of simulated network traffic
captured during four malicious
and one baseline scenario.
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Each record contains a
network packet, a sliding
window describing the last 20
seconds of traffic, and metric
information.
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The model using only 5 features was able to achieve an overall

EdgeFlyte CubeSat, accuracy of over 97 percent, equivalent to using all inputs.

a LEO Nanosatellite

Model Training Analyzing the Dataset

A neural network with 4
neurons was trained to
classify the data.
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The bar graph shows the
attack scenarios contain
less variation than the
baseline, revealing
benign traffic is not
present in the malicious
data's sliding window.
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* 16 input features were
algorithmically culled to
improve efficiency.
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Attack / Event Type

* The model was shown
to rely heavily on
sliding window
features.

Sliding Window Command Variation

An examination of the data generation code confirmed

Feature Importance the only scenario containing benign traffic was

(Integrated Gradients)

5 Features the normal operations script.
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Attack / Event Type

This dataset lacks sufficient
realism due to the absence of
health-checks and other
normal traffic during attacks,
saturating the context-aware
sliding window with malicious
packets.

Improved Command
Variation Example
(Theoretical)

We have built our own hardware-in-the-loop range and
are building a cyber intrusion dataset where attack
windows include normal traffic.

CORD Contested Orbit Research Dataset: A dataset of nominal CCSDS traffic, SPARTA-mapped attack scenarios,
curated captures, and noise-augmented telemetry designed to support Edge Al security research.

Edge Al computer vision
and cyber intrusion model
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Normal and attack traffic are labeled, disturbed to mimic realistic link behavior, and packaged as CORD.
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